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Abstract: For protecting the privacy in the large-scale distributed database sharing and computa-
tion, a generic privacy-protecting computation model supporting the privacy-protecting data com-
putation and analysis is proposed. The key of this model is the ‘privacy security module’ which
divides the distributed computation into ‘local computation’ and ‘global computation’. By using
homomorphic encryption, secure product protocol, random permutation and some other secure
technologies comprehensively, the model achieves distributed data computations without compro-
mising the privacy of both data record and sensitive intermediate computation result. Two priva-
cy-protecting distributed algorithms based on this model, namely, the privacy-protecting distrib-
uted variance algorithm and privacy-preserving distributed k-means clustering algorithm, have al-
so been introduced. The security and dynamic behavior analysis show that the proposed model
and algorithms doesn’t require any one-to-all interactions encryption, and the recovery computa-
tion only involves the changed nodes and the three nodes composing privacy security module when
nodes change. So it’s suitable for large-scale and dynamic distributed environments,
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